Sudbourne Parish Council
IT Policy

Adopted on Tuesday 24th March 2026

1. Purpose
This policy sets out how IT systems, devices, and data must be used by the Parish Clerk and  Councillors
The aims of this policy are to:
· Protect council information and systems from misuse, damage, or loss
· Ensure compliance with data protection legislation, including the UK GDPR and the Data Protection Act 2018
· Support safe, secure, and effective working practices

2. Scope
This policy applies to:
· The Parish Clerk and any Councillors using council IT systems
· All council-owned devices, including laptops
· Any personal devices used to access council information 

3. IT Security Requirements
Passwords
Passwords must be strong (minimum 12 characters, using a mix of letters, numbers, and symbols) and must not be shared. Passwords must be changed immediately if compromised.
Software Updates
All devices must have automatic security updates enabled. Users must not disable firewalls, antivirus software, or other security controls.
Backups
The Parish Clerk is responsible for ensuring that essential council data is backed up regularly.
Incident Reporting
Any suspected data breach, loss, theft, or compromise of a device must be reported immediately to the Parish Clerk.
Data Protection Officer
The Parish Clerk is the Data Protection Officer.

4. Acceptable Use Rules
Council IT systems and the Parish Clerk’s email account must be used primarily for council business.
Users must not:
· Install unauthorised software or applications
· Bypass security settings or content filters
· Access, create, or share offensive, illegal, or inappropriate material
· Use council systems for personal gain, political campaigning, or party-political purposes

5. Use of Personal Devices 
Personal devices may be used to access council information.
Users must:
· Enable password protection 
· Keep operating systems and security software up to date
· Ensure council information is stored only within approved applications or cloud systems

6. Email and Electronic Communication
The Parish Clerk will use council-provided email account for Parish Council business.
Sensitive or personal information must only be sent using secure and, where appropriate, encrypted methods.




7. Review
This policy will be reviewed annually or sooner if there are significant changes to IT systems, legislation, or council operations.

Approved by:

Chair of Council: ____________________________ Date: __________

Clerk / RFO: ____________________________ Date: __________
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